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The United States came out of the Second World War as the hegemonic
power in the world economy. The war had lifted the U.S. economy out of the
Great Depression by providing the needed effective demand in the form of
endless orders for armaments and troops. Real output rose by 65 percent
between 1940 and 1944, and industrial production jumped by 90 percent.1 At
the immediate end of the war, due to the destruction of the European and
Japanese economies, the United States accounted for over 60 percent of world
manufacturing output.2 The very palpable fear at the top of society as the war
came to a close was that of a reversion to the pre-war situation in which
domestic demand would be insufficient to absorb the enormous and growing
potential economic surplus generated by the production system, thereby
leading to a renewed condition of economic stagnation and depression.

Assistant Secretary of State Dean Acheson declared in November 1944 before
the Special Congressional Committee on Postwar Economic Policy and
Planning, that if the economy slipped back to where it was before the war “it
seems clear that we are in for a very bad time, so far as the economic and
social position of the country is concerned. We cannot go through another ten
years like the ten years at the end of the twenties and the beginning of the
thirties [i.e., the Stock Market Crash and the Great Depression], without the
most far-reaching consequences upon our economic and social system.”
Acheson made it clear that the difficulty was not that the economy suffered
from a lack of productivity, but rather that it was too productive. “When we
look at the problem we may say it is a problem of markets. You don’t have a
problem of production. The United States has unlimited creative energy. The
important thing is markets.”3
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Postwar planners in industry and government moved quickly to stabilize the
system through the massive promotion of a sales effort in the form of a
corporate marketing revolution based in Madison Avenue, and through the
creation of a permanent warfare state, dedicated to the imperial control of
world markets and to fighting the Cold War, with its headquarters in the
Pentagon. The sales effort and the military-industrial complex constituted the
two main surplus-absorption mechanisms (beyond capitalist consumption
and investment) in the U.S. economy in the first quarter-century after the
Second World War. After the crisis of the 1970s, a third added surplus-
absorption mechanism, financialization, emerged, propping up the
underlying system of accumulation as the stimulus provided by the sales
effort and militarism waned. Each of these means of surplus absorption were
to add impetus in different ways to the communications revolution,
associated with the development of computers, digital technology, and the
Internet. Each necessitated new forms of surveillance and control. The result
was a universalization of surveillance, associated with all three areas of: (1)
militarism/imperialism/security; (2) corporate-based marketing and the
media system; and (3) the world of finance.

The Warfare State

Soon after the war a new Pentagon capitalism was formed in Washington. A
crucial element in the post-Second World War economy of the United States
was the creation of the warfare state, rooted in a military-industrial complex.
On April 27, 1946, General Dwight D. Eisenhower, chief of staff of the Army,
issued a “Memorandum for Directors and Chiefs of War Department General
and Special Staff Divisions and Bureaus and the Commanding Generals of the
Major Commands” on the subject of “Scientific and Technological Resources
as Military Assets.” Seymour Melman later referred to this memo as the
founding document of what President Eisenhower —in his famous January
17, 1961 farewell address to the nation—was to call the “military-industrial
complex.” In this memo General Eisenhower emphasized that a close,
continuing contractual relationship be set up between the military and
civilian scientists, technologists, industry, and the universities. “The future
security of the nation,” he wrote, “demands that all those civilian resources
which by conversion or redirection constitute our main support in time of
emergency be associated closely with the activities of the Army in time of
peace.” This required an enormous expansion of the national security system,
bringing civilian scientists, industry, and contractors within this expanding
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and secretive arm of government. “Proper employment of this [civilian] talent
requires that the [given] civilian agency shall have the benefit of our estimates
of future military problems and shall work closely with Plans and the
Research Development authorities. A most effective procedure is the letting
of contracts for aid in planning. The use of such a procedure will greatly
enhance the validity of our planning as well as ensure sounder strategic
equipment programs.” Eisenhower insisted that scientists should be given the
greatest possible freedom to conduct research but under conditions
increasingly framed by the “fundamental problems” of the military.

A crucial aspect of this plan, Eisenhower explained, was for the military state
to be able to absorb large parts of the industrial and technological capacity of
the nation in times of national emergency, so that they become “organic parts
of our military structure.... The degree of cooperation with science and
industry achieved during the recent [Second World] war should by no means
be considered the ultimate;” rather, the relationship should expand. “It is our
duty,” he wrote, “to support broad research programs in educational
institutions, in industry, and in whatever field might be of importance to the
Army. Close integration of military and civilian resources will not only
directly benefit the Army, but indirectly contribute to the nation’s security.”
Eisenhower therefore called for “the utmost integration of civilian and
military resources and...securing the most effective unified direction of our
research and development activities” —an integration that he said was
already “being consolidated in a separate section on the highest War
Department level.”4

Eisenhower’s emphasis in 1946 on an organic integration of the military with
civilian science, technology, and industry within a larger interactive network
was not so much opposed to, as complementary with, the vision of a warfare
economy, based on military Keynesianism, emanating from the Truman
administration. The Employment Act of 1946 created the Council of Economic
Advisers charged with presenting an annual report on the economy and
organizing the White House’s economic growth policy. The first chairman of
the Council of Economic Advisers was Edwin Nourse, famous for his role in
the 1934 publication of the Brookings Institution study, America’s Capacity to
Produce, which pointed to the problem of market saturation and excess
productive capacity in the U.S. economy. The vice chairman was Leon
Keyserling, who was to emerge as the foremost proponent of military
Keynesianism in the United States. In 1949 Nourse stepped down and
Keyserling replaced him. Meanwhile, the National Security Council was
created with the passage of the National Security Act of 1947 (which also
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created the CIA). Together, the Council of Economic Advisors and the
National Security Council were to construct the foundation of the U.S.
warfare state. Truman formed the ultra-shadowy National Security Agency
(NSA) in 1952 as an arm of the military charged with conducting clandestine
electronic monitoring of potential foreign (and domestic) subversive
activities.5

In 1950 Paul H. Nitze, director of the Department of State’s Policy Planning
Staff under Acheson, was given the leading role in drafting National Security
Council Report 68 (NSC-68), which established an overall U.S. geopolitical
grand strategy for waging the Cold War and global imperialism.
Significantly, NSC-68 saw a great boost to government spending as a crucial
element in preventing economic stagnation: “There are grounds for
predicting that the United States and other free nations will within a period of
a few years at most experience a decline in economic activity of serious
proportions unless more positive government programs are developed than
are now available.” This provided an added justification, beyond geopolitical
concerns, for a massive rearmament based on military Keynesian “guns and
butter” principles. The economic analysis of NSC-68 was the result of direct
consultations that Nitze had with Keyserling, who was to exert a strong
influence on the report.

NSC-68 raised the possibility of a greatly expanded U.S. economy, based on
the experience of the Second World War, in which increased military
procurement and sustained domestic consumption were seen as fully
compatible in the context of a full employment economy, but not obtainable
otherwise. Such an economy could provide both guns and butter. “The
United States,” the report said, “could achieve a substantial absolute increase
in output and could thereby increase the allocation of resources to a build-up
of economic and military strength of itself and its allies without suffering a
decline in its real standard of living.” Indeed, “in an emergency the United
States could devote 50 percent of its gross national product” to military
expenditures, foreign assistance, and investment—“or five to six times as
much as at present.” The report strongly stressed that the huge rearmament
program being advocated did not require any hard choices economically, as it
“might not result in a real decrease in the standard of living” but could even
produce the opposite:

The economic effects of the program might be to increase the gross national
product by more than the amount being absorbed for additional military and
foreign assistances purposes. One of the most significant lessons of our World
War Il experience was that the American economy, when it operates at a level
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approaching full efficiency [full capacity], can provide enormous resources
for purposes other than civilian consumption while simultaneously providing
for a high standard of living. After allowing for price changes, personal
consumption expenditures rose by about one-fifth between 1939 and 1944,
even though the economy had in the meantime increased the amount of
resources going into Government $60-$65 billion (in 1939 prices).6

Keyserling, in his capacity as chairman of the Council of Economic Advisers,
was asked to provide an economic assessment of NSC-68, despite his direct
input into the report itself. In a memorandum that he wrote on December 8,
1950, he indicated the planned buildup of expenditure on national security
for 1952 envisioned in NSC-68 was well below the capacity of the economy. It
would reach only 25 percent of national output in 1952, whereas national
security expenditures had risen to 42 percent in 1944. Although likely cutting
into domestic consumption “the general civilian consumption standards
which would be possible under the proposed programs could hardly be
described as severe,” while overall output and employment in the economy
would increase.”

NCS-68 called for a more than tripling of military spending. The rearmament
strategy advocated in the report was couched primarily in Cold War terms, as
a means of promoting the so-called “Containment” doctrine announced by
Truman in March 1947, and only secondarily in terms of the economy.8 But
the two objectives were seen as congruent. In April 1950, two months before
the United States entered the Korean War, Business Week declared that the
calls for increased government spending, particularly on the military, were
the result of “a combination of concern over tense Russian relations and a
growing fear of a rising level of unemployment here at home.”9 This reflected
the general character of the political economy of the Cold War. As Harry
Magdoff ironically noted at the end of his Age of Imperialism in 1969: “Just as
the fight against Communism helps the search for profits, so the search for
profits helps the fight against Communism. What more perfect harmony of
interests could be imagined?”10

The NSC-68 plan for rearmament was soon implemented for the U.S. political
economy, with the shift to continuing high military expenditures made
possible by the Korean War. By the time that war was brought to an end a
much larger military system was in place. Although Eisenhower made efforts
to cut military spending after the war, it was to remain “more than three
times higher than it was before NSC-68 and the Korean conflict.”11 In 1957, at
the beginning of Eisenhower’s second term, military spending was 10 percent
of U.S. GDP.12 This reflected the rise of a warfare state, which Scott Nearing,
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writing in Monthly Review in 1964, defined as a state “which uses war and the
threat of war as the decisive instruments of its foreign policy. In a warfare
state the body politic places at the top of its list of state activities, planning for
war, preparing for war, and waging war when opportunity offers.”13

Already by the end of the Korean War the new warfare state was deeply
entrenched. As Eisenhower’s first defense secretary, Charles Erwin Wilson
(sometimes referred to as “General Motors Wilson,” as a former president of
General Motors, and to distinguish him from Charles E. Wilson [see below]),
was to tell Congress, the ascendancy of the military, once in place, was
virtually irreversible: “One of the most serious things about this defense
business is that so many Americans are getting a vested interest in it:
properties, business, jobs, employment, votes, opportunities for promotion
and advancement, bigger salaries for scientists and all that. It is a troublesome
business.... If you try to change suddenly you get into trouble.... If you shut
the whole business off now, you will have the state of California in trouble
because such a big percentage of the aircraft industry is in
California.”14 Indeed, what had already been put into place to a considerable
degree was what the president of General Electric and executive vice
chairman of the War Production Board, Charles E. Wilson (sometimes
referred to as “General Electric Wilson”), had strenuously lobbied for in 1944:
the maintenance of a permanent war economy, in which “an industrial
capacity for war, and a research capacity for war” were linked to the state and
the armed forces.15

In all of this the role of military spending as a means of creating effective
demand was obvious to economists and business alike. Harvard economist
Sumner Slichter noted at a banking convention in late 1949 that given the
level of Cold War expenditures, a return to conditions of severe depression
was “difficult to conceive.” Military spending, he explained, “increases the
demand for goods, helps sustain a high level of employment, accelerates
technological progress and helps the country to raise its standard of living.”
U.S. business’s view of the heightened military budget, as reflected in the
sentiments expressed in the U.S. corporate media, was ecstatic. Celebrating
the development of the hydrogen bomb in 1954, U.S. News and World
Report wrote: “What H-bomb means to business. A long period...of big
orders. In the years ahead, the effects of the new bomb will keep on
increasing. As one appraiser puts it: “The H-bomb has blown depression-
thinking out the window.””16
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On the left, Paul A. Baran and Paul M. Sweezy’s classic work, Monopoly
Capital, published in 1966, saw militarism and imperialism as motivated first
and foremost by the needs of the U.S. empire, and secondly by its role (along
with the sales effort) as one of the two main absorbers —beyond capitalist
consumption and investment—of the rising economic surplus generated by
the economy. All other options for government stimulus spending ran into
political roadblocks established by powerful corporate interests. Civilian
government spending as a percentage of GDP, excluding transfer payments,
Baran and Sweezy argued, had reached its “outer limits” by the late 1930s,
when civilian government consumption and investment had risen to 14.5
percent in 1938-1939 —a proposition that has remained true ever since, with
civilian government spending (consumption and investment) standing at 14
percent of GDP in 2013. (That, however, exaggerates the government’s
maintenance of a commitment to “social welfare,” as prisons and domestic
policing have come to provide an outsized share of “civilian” government
spending in the past three decades.) Consequently, military spending was
viewed as more variable than civilian government spending, more readily
turned to by the system as a means for “pump-priming” the economy.17

Nevertheless, military spending, Baran and Sweezy argued, faced its own
contradictions, and was “not a perfectly free variable through manipulation
of which the leaders of the oligarchy can maintain the right head of steam in
the economic engine.” The main limitations were of course the total
destructiveness of war itself, which meant that a Third World War between
the major powers had to be avoided. Open warfare was therefore mainly
directed at the periphery of the imperialist world economy, with the United
States maintaining a “global military machine to police a global empire,”
including over a thousand military bases abroad by the mid-1960s, as a
means of propelling U.S. forces around the world.

This reality was bound to generate increased resistance, as in the case of
Vietnam, both in the periphery and amongst the U.S. population.18 Indeed,
the open revolt of the U.S. ground troops in Vietnam by the early 1970s
(along with protests at home) all but forced the military to abandon the
military draft as impractical for the types of Third World invasions and
occupations that had become standard —compelling it to turn, instead, to a
professional army.19 The invasions of the past two decades would have faced
much greater popular resistance if they had required a draft to field the
armed forces.


chrome-extension://ohlencieiipommannpdfcmfdpjjmeolj/algo.html#en17
chrome-extension://ohlencieiipommannpdfcmfdpjjmeolj/algo.html#en18
chrome-extension://ohlencieiipommannpdfcmfdpjjmeolj/algo.html#en19

Rows

Collection  Foster & McChesney Surveillance Capitalism 8

Inherent in such attempts to police a world empire were two requirements:
First, a widespread propaganda campaign to make empire appear
benevolent, necessary, essentially democratic, inherently “American,” and
therefore unquestionable in legitimate debate. For an empire, the flip side of
propaganda is popular ignorance. Vietnam’s “greatest contribution,”
according to Defense Secretary Robert McNamara in its immediate aftermath,
was teaching the U.S. government that in the future it was essential “to go to
war without arousing the public ire.” McNamara said this was “almost a
necessity in our history, because this is the kind of war we’ll likely be facing
for the next fifty years.”20 Here the U.S. news media do yeoman’s work
legitimizing the imperial system and obstructing popular understanding at
every turn. Second, there is the stick to go with the propaganda carrot—a
heavy reliance on covert intervention in the periphery and domestic
surveillance and oppression.

The Sales Effort

The sales effort headquartered in Madison Avenue was to be the main
success story of U.S. monopoly capitalism in the 1950s, and a key means of
absorbing economic surplus. Outside of capitalist luxury consumption, the
sales effort absorbed economic surplus chiefly by means of what Baran and
Sweezy called “profits by deduction,” giving higher wages to workers (or to a
relatively privileged element of the working class) and then manipulating
them to buy largely wasteful conveniences and unnecessary, ultimately
unsatisfying, packaged goods of all kinds. The end result was to chain most
people to their jobs without improving their real standard of living or
position vis-a-vis the means of production.21 Production, as Thorstein Veblen
anticipated in the 1920s, became more and more about the manufacturing of
“saleable appearances” rather than genuine use values.22 In the postwar
years a qualitatively new phase of consumer capitalism emerged based, as
Martin Mayer wrote in 1958 in Madison Avenue, on “a tripartite business,
composed of clients (the companies which make the branded products and
pay to advertise them), agencies (which prepare and place the ads), and
media (the newspapers, magazines, broadcasting stations—each an
individual medium for advertising—which carry the message to the
public).”23 Beyond advertising itself was the much larger realm of corporate
marketing, involving such areas as targeting, motivation research, product
design, sales promotion, and direct marketing.24
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Marketing evolved quickly in its period of greatest advance in the 1950s into
a highly organized system of customer surveillance, targeting propaganda,
and psychological manipulation of populations. Consumer savings during
the Second World War had grown enormously and the “Ad Men” of Madison
Avenue became almost synonymous with the new “consumer culture” of the
1950s aimed at the promotion of innumerable, supposedly distinct brands.
The result was an encouragement of high levels of consumer spending and a
general lifting of the economy, as workers were conditioned to see themselves
as consumers in all their non-working hours, reinforcing their dependence on
their jobs while feeding the economic juggernaut. In this way the sales effort
emerged as the dominant process governing the entire cultural apparatus of
monopoly capitalism.25

There is no doubt that the growth of marketing expenditures in the 1950s,
with advertising jumping in nominal terms from $3 billion in 1929, to $10
billion in 1957, to $12 billion in 1962, served to expand total effective demand
in the economy, creating new employment and markets, and stimulating
investment in new product lines, while also encouraging prodigious amounts
of commercial waste in superfluous packaging, product obsolescence, the
production of useless goods foisted on consumers, etc. The entire marketing
system constituted “a relentless war against saving and in favor of
consumption.”26 By the late 1950s, U.S. annual advertising spending was
about 20-25 percent of military spending. And since advertising has always
been a small part of overall marketing expenditures —the total size of which
is, however, notoriously difficult to measure since it permeates all aspects of
the system —the surplus-absorbing effect of the entire sales effort during the
so-called “golden age” of the 1950s and ‘60s was likely roughly comparable to
that of military spending as a means of surplus absorption, particularly in
those years when an actual war was not taking place.27

The tremendous growth of marketing in these years was inseparable from the
consolidation of monopoly capitalist accumulation. Price competition no
longer occupied the central place in the competitive structure of the economy,
as oligopolies operating in tandem through a process of indirect collusion
ensured that the general price level went only one way —up. Instead, the
oligopolistic rivalry that increasingly prevailed in the economy took the form
of what came to be known as “monopolistic competition,” in which the
competitive struggle was mainly over market share for particular brands, and
thus centered on the sales effort. As welfare economist Tibor Scitovsky
observed: “The secular rise in advertising expenditures is a sign of a secular
rise of profit margins and decline of price competition.” In Baran and
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Sweezy’s analysis “price competition” had “largely receded as a means of
attracting the public’s custom,” yielding “to new [wasteful] ways of sales
promotion: advertising, variation of the products” appearance and packaging,
‘planned obsolescence,” model changes, credit schemes, and the like.”28

The corporation that spent the most on advertising in the United States in the
1950s was General Motors, then the largest corporation in the world, which
had pioneered in product differentiation based on cosmetic model changes
(such as chrome or tailfins). It built into its cars both (physical) product
obsolescence and psychological obsolescence, and was the price leader in the
industry — with the other giant automakers readily falling in line and sharing
in the loot.

The largest marketer of packaged goods in the United States, and (next to
General Motors) the largest purchaser of advertising, was Procter & Gamble.
The company manufactured soaps, cleaners, and detergents such as Ivory,
Tide, Cheer, Camay, Oxydol, Cascade, Comet, Joy, and Lava; Crest and
Gleem toothpastes; Crisco shortening; Jif peanut butter; and many other
branded products. Procter & Gamble is credited with having invented
modern brand management beginning with Neil McElroy’s famous May 13,
1931 internal corporate memorandum. Dismayed by having the job of
promoting Camay soap as a subsidiary product in an environment
dominated by Procter & Gamble’s own Ivory soap, McElroy proposed that
Procter and Gamble’s various brands be managed by separate teams and
marketed as completely distinct businesses, within a context of product
differentiation in which the brands were targeted at different consumer
markets. Later, as president of Procter & Gamble, McElroy embraced the soap
opera, developing programing that was designed to be conducive to
commercialism first and foremost, based on constant repetition both of story
lines and product pitches. Procter & Gamble also emerged as a pioneer in
conducting market research aimed at its potential customers. In addition,
McElroy established large-scale “blue sky” scientific research laboratories at
Procter & Gamble where the researchers were relatively free to explore new
ideas with respect to consumer products.29

Procter & Gamble’s considerable success in the 1950s in integrating
advertising and programing in private broadcasting could be seen as
symbolizing the triumph of commercialism in the U.S. media system in the
post-Second World War era. “As early as the general advent of radio in the
1920s,” Herb Schiller was to write in Mass Communications and Empire, “and
deepening with the introduction of television in the late 1940s and early
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1950s, the electronic apparatus has been largely at the disposal of the business
system and the ‘national advertiser’ in particular.... The comprehensive
employment of sophisticated communication facilities and ancillary services
such as surveys, to the instruction and persuasion of consumers, is the
foremost identifying feature of developed capitalism.... Scarcely a cultural
space remains...that is outside the commercial web.”30 The government
readily handed over the airwaves for free to corporations, while maintaining
only the most minimal regulatory structure aimed primarily at protecting
rather than restraining commercial privileges.31

The Military Industrial Complex and ARPANET

After nine years heading Procter & Gamble, McElroy agreed to become
Eisenhower’s new Secretary of Defense. On October 4, 1957 the defense
secretary nominee was in Huntsville, Alabama touring the Redstone Arsenal,
the Army’s rocket program, and conversing with German émigré Wernher
von Braun, considered the founder of modern rocketry, when news of the
Soviet launching of Sputnik arrived. Five days later McElroy was sworn in as
secretary of defense with all of Washington discussing the question of Soviet
technological dominance. The launch of Sputnik II a month later only
increased the pressure on the Eisenhower administration. After conferring
with Ernest O. Lawrence, a major figure in the Manhattan Project, McElroy
proposed the launching of a centralized agency for advanced scientific
research projects, drawing on a broad network of scientific talent in
universities and corporate manufacturing firms across the country. On
November 20, 1957, he went to Capitol Hill for the first time and presented
his idea of a “single manager” for all defense research, which would initially
focus on ballistic missile, satellite, and space research and development
programs, but which would have clear contracting authority and an
unlimited, unconstrained research agenda. On January 7, 1958, Eisenhower
requested Congress to provide startup funds for the new Advanced Research
Projects Agency (ARPA). McElroy chose Roy Johnson, a vice president of
General Electric, as the first ARPA director.

Right away ARPA set the goal of the militarization of space, including global
surveillance satellites, communications satellites, and strategic orbital
weapons systems, plus a moon mission. However, following the creation of
the National Aeronautic and Space Agency (NASA) in the late summer of
1958, the civilian space programs were gradually stripped away from ARPA;
and by 1959 most of its military space programs, along with the larger part of
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its funds, were also gone. Johnson resigned. However, rather than abolishing
ARPA, McElroy, before leaving the Defense Department and returning as
CEO of Procter & Gamble in 1959, revised ARPA’s charter to make it more
clearly a blue sky technology operation of the Department of Defense,
superseding all of the armed forces. ARPA (renamed the Defense Advanced
Research Projects Agency or DARPA in 1972) worked on developing anti-
ballistic missile systems, and on Transit, the predecessor to the Global
Positioning System (GPS). Its most remarkable work in its early years,
though, was associated with the development of packet-switching digital
communications technology, incorporating the insights of engineer Paul
Baran at the Rand Corporation, which led to the original Internet and the
packet satellite network. In the 1980s DARPA concentrated on the promotion
of Ronald Reagan’s Star Wars initiative in what has been called the Second
Cold War. In the 1990s and early 2000s it was to develop technologies of
digital surveillance in close alliance with the NSA, along with military drone
technology.32

It was with the appointment in 1961 of ARPA’s third director, Jack P. Ruina, a
scientist who was formerly a deputy assistant director of the Air Force, that
the organization became a major force in computer research. Ruina purchased
a massive Q-32 computer from the Air Force to allow ARPA to research
military command and control issues. Ruina brought in ]J.C.R. Licklider of
MIT, a behavioral scientist and computer programmer, to run ARPA’s
command and control and behavioral science divisions. Licklider created
contractual relations with the best computer scientists at universities across
the country, and introduced an internal culture that focused on the idea of
networking based on interconnected computers. Over the course of the 1960s
ARPA became the center of work on computer networking, resulting by the
early 1970s in the creation of ARPANET, the precursor of today’s Internet.

The product of the Eisenhower administration, ARPA existed alongside
hundreds of other defense agencies formed in the Truman and Eisenhower
years, yet it alone was conceived as the scientific-technological apex of the
rapidly developing military-industrial complex. Under Eisenhower, at
McElroy’s instigation, the United States invaded Soviet air space with its U-2
spy plane, shot down by the Soviets in May 1960, and became engaged in
counterinsurgency operations in Indochina and elsewhere.33The military
policy of his administration remained expansive. Yet, Eisenhower’s farewell
address to the nation on January 17, 1961, showed his own second thoughts,
uncertainty, ambivalence, and even fear at what had been created.
Eisenhower pointed to the fact that the United States had developed “a
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permanent armaments industry of vast proportions.... We annually spend on
military security more than the net income of all United States corporations.”
He went on to urge that the government “guard against the acquisition of
unwarranted influence...by the military industrial complex,” and to warn
that society could become “captive of a scientific technological elite” under
circumstances where “the power of money is ever present.”

Eisenhower’s warnings were deliberately vague. He did not define the
“military-industrial complex,” using the term only once in his speech. Yet, his
comments were directed at the reality of the military-technological-corporate
complex that he had himself played the leading role in instituting beginning
in 1946, and that had been massively extended in his years in the White
House. By 1962, 56.2 percent of the sales of the electronics industry in the
United States were going to the military and the closely allied civilian space
industry.34

The Vietham War Era and Domestic Surveillance

The peak years of economic growth and near-full employment in the 1950s
and “60s coincided with the years of the Korean and Vietnam Wars. Although
these wars were fought under slogans of the “Containment of Communism”
and the “Defense of the Free World,” the real purpose in the case of both
conflicts was to maintain the security of the world capitalist economy and
U.S. hegemony in the face of forces seeking to break free. Yet if the geopolitics
of empire and the Cold War were first and foremost in motivating these wars,
the fact that they also required huge bursts of military spending that lifted the
whole economy was not, as we have seen, lost on the dominant political-
economic forces, and indeed entered directly into the calculations of the
power elite.

Such a system of military-imperial dominance and capital accumulation
naturally creates not only its own external enemies but its “internal enemies”
as well —which in the eyes of the power structure consists of all those
opposed to capitalism and the warfare state, along with all those forces in
society that are seen as potentially disruptive. A warfare state thus naturally
militates into a surveillance state.

The growth in the late 1950s and ‘60s of social protest, first over civil rights,
and later the anti-Vietham War movement and other causes, led to a massive
increase in the military and quasi-military (or secret police) surveillance of the
U.S. population. The years 1970-1971 saw the emergence of the “Army Files”
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(or CONUS) scandal, when it was revealed that the Army had been spying on
and keeping dossiers on over seven million U.S. citizens. These dossiers were
originally housed in its Investigative Records Library —with most of the files
kept in a steel room, two stories high and half-a-block long —at Fort Holabird,
Maryland. Along with these dossiers were satellite files, including a “vast
subversives file” on civil rights and anti-war protestors and separate file
cabinets devoted to incidents involving “civil disturbances” more generally,
or dissent within the Army. In 1967 the military had completed construction
of a secret national teletype service to allow rapid communication of
intelligence gathered on the population. The Counterintelligence Analysis
Branch was in charge of the construction of a huge Compendium, combining
information from the surveillance files with the object of computerizing the
data. Surveillance was carried out on participants in the Poor Peoples” March
on Washington in 1968, visitors to Martin Luther King, Jr.’s grave, black
nationalists, socialist organizations, and those engaged in anti-war
demonstrations of more than twenty people across the entire country. The
Army had 1,500 plainclothes agents, working out of three hundred offices.35

In the continuing Congressional investigations into the Army intelligence
files, and its subversives file in particular —which the Army said had been
destroyed —it was later discovered that the data had been transmitted to the
NSA,

via the ARPANET, a computer network connecting more than 50 government
agencies and universities throughout the country. The network is funded by
the Department of Defense Advanced Research Projects Agency
(ARPA)....The information, according to intelligence sources, was transferred
and stored at the headquarters of the National Security Agency (NSA), at Fort
Meade, Maryland. The Army files were transmitted on the ARPANET in
about January 1972, sources say, more than two years after the material—and
the data banks maintained at the [Army’s] Fort Holabird facility—were
ordered destroyed.36

For many Americans this was the first indication that such a thing as
ARPANET existed. Already in the 1970s the NSA was thus implicated in
using the early proto-Internet system as part of its surveillance operations of
the U.S. public. Stung by such revelations, Senator Sam Ervin, best known for
his role as chairman of the Senate Watergate Committee, but long involved in
the Army Files investigation, delivered a speech at MIT in April 1975
declaring that the danger to privacy had accelerated due to the presence of
computers which allowed “limitless storage of data, and retrieval at
lightening-like speed.”37 The Senate investigations into the Army
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surveillance of the population and its databases caused University of
Michigan law professor Arthur R. Miller to declare, as early as 1971, before
the Senate Subcommittee on Constitutional Rights, chaired by Ervin:

Whether he knows it or not, each time a citizen files a tax return, applies for
life insurance or a credit card, seeks government benefits, or interviews for a
job, a dossier is opened under his name and an informational profile is
sketched. It has now reached the point at which whenever we travel on a
commercial airline, reserve a room at one of the national hotel chains, or rent
a car we are likely to leave distinctive electronic tracks in the memory of a
computer—tracks that can tell a great deal about our activities, habits, and
associations when collated and analyzed. Few people seem to appreciate the
fact that modern technology is capable of monitoring, centralizing, and
evaluating these electronic entries—no matter how numerous they may be—
thereby making credible the fear that many Americans have of a womb-to-
tomb dossier on each of us.

Even though the threat to our informational privacy is growing constantly,
most Americans remain unaware of the extent to which federal agencies and
private companies are using computers and microfilm technology to collect,
store, and exchange information about the activities of private citizens. Rarely
does a day go by without the existence of some new data bank being
disclosed....Consider the information practices of the United States Army.
Early this year it was revealed that for some time Army intelligence
systematically was keeping watch on the lawful political activity of a number
of groups and preparing “incident” reports and dossiers on individuals
engaging in a wide range of legal protests.38

The 1970s also revealed the FBI's massive surveillance and movement-
disruption program, COINTELPRO (an acronym for Counterintelligence
Program). Between 1956 and 1975 the FBI, under J. Edgar Hoover, engaged in
a wide array of surveillance and illegal activities (break-ins, forgeries, agent-
provocateur actions, wrongful imprisonment, and violence) modeled after
earlier actions taken against the Communist Party —directed at dissident
groups, including socialist organizations, civil rights leaders, journalists, and
New Left war critics. These actions were seen as “justified” by the FBI in cases
where groups, such as the Socialist Workers Party, ran candidates for public
office that supported causes like “Castro’s Cuba and integration...in the
South.” New Left groups were targeted on the basis that they commonly
“urge revolution” and “call for the defeat of the United States in Vietnam.”39

Under the codename Project MINARET, during the Johnson and Nixon years
the NSA tapped the electronic communications of leading U.S. critics of the
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war, including over 1,600 U.S. citizens who were put on the NSA watch list.
Among the individuals targeted were such figures as Martin Luther King, Jr.,
Whitney Young, Eldridge Cleaver, Stokely Carmichael, Jane Fonda, Tom
Hayden, and Muhammad Ali. Beyond these, the NSA watch list also
included such prominent establishment figures as U.S. Senators Frank
Church and Howard Baker, New York Times columnist Tom Wicker,
and Washington Post columnist Art Buchwald. The revelations on the NSA's
Project MINARET together with COINTELPRO led to the passage of the
Foreign Intelligence Surveillance Act of 1978, which limited the powers of the
federal government to conduct surveillance of U.S. citizens.40

In the early 1970s the NSA launched its code name Project ECHELON,
conducted jointly with Britain, Canada, Australia, and New Zealand
(collectively known as the Five Eyes), aimed at the interception of civilian
telecommunications conveyed by means of communication satellites. As
William Blum wrote in Rogue State in 2005, “the ECHELON system works by
indiscriminately intercepting huge quantities of communications and using
computers to identify and extract messages of interest from the unwanted
ones. Every intercepted message —all the embassy cables, the business deals,
the sex talk, the birthday greetings —is searched for key words, which could
be anything the searchers think might be of interest.” The NSA’s listening
base in England encompassed 560 acres. Aside from collecting national
security information, the NSA has been involved in commercial espionage on
behalf of corporations, including stealing technology. In 1994 the NSA and
the CIA turned over data that caused the European Airbus Industries to lose
lucrative international contracts to their U.S. counterparts.41

Financialization, Data Mining, and Cyberwar

Following the drawing down and end of the Vietham War, the U.S. economy
entered an economic crisis, which developed into a long period of deepening
stagnation, characterized by declining real economic growth rates and rising
unemployment and underemployment.42If military spending and an
expanded Madison Avenue-based sales effort were the main added factors
allowing for the absorption of economic surplus in the 1950s and ‘60s, their
stimulative effect lessened in the 1980s and after, despite sharp increases in
consumer credit (including credit cards) to boost the sales effort, and despite
the Second Cold War unleashed by Reagan, inflating military spending.
Reagan promoted a de facto military Keynesianism, lowering taxes primarily
on corporations and the rich while giving a big boost to military spending.
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This included his expensive Star Wars program of anti-missile defense in
which DARPA was to play a leading part. Attacks on labor unions, wages,
and civilian government spending on behalf of workers and the poor became
more severe, ushering in the age of neoliberalism.

A light was shown briefly on the scale and illegality of Reagan-era warfare
state and secret government activities with the exposure of the Iran-Contra
Affair in Washington. It led to the conviction on August 7, 1990, of Reagan’s
National Security Advisor, Admiral John Poindexter, for five counts of lying
to Congress and obstructing the investigations of Congressional Committees
into Iran-Contra, involving the illegal selling of arms to Iran as a means of
secretly funding the Contras waging war on the Nicaraguan government.
(The convictions were later overturned on the basis that several witnesses
against him had been affected by Poindexter’s testimony to Congress, even
though he had been given immunity for his testimony.)

At the same time, Poindexter was also caught in another scandal through his
authorship of National Security Decision Directive (NSDD)-145 (signed by
Reagan). NSDD-145 would have centralized control over all computer
databases in the United States, allowing the military to examine private
computer databases for “sensitive but unclassified information” —making the
NSA a computer czar. Faced with an outcry from private industry, and in the
midst of the fallout over Iran Contra—both of which focused on Poindexter —
NSDD-145 was withdrawn. After a period working for Syntek, a private firm
contracting with DARPA, Poindexter reemerged in 2002 as the head of the
Information Awareness Office in DARPA, designed to implement the
technological basis for the Total Information Awareness (TIA) Program, to be
carried out by the NSA, and directed at aggregating and analyzing all
digitalized communications of the U.S. population. The Defense Department
itself described it as creating a “virtual centralized grand database” on all
electronic transmissions. One of the big contractors for the TIA program was
Booz Allen Hamilton, a giant defense contractor. The head of the intelligence
business at Booz Allen, Mike McConnell (former NSA director in the George
H.W. Bush administration and later director of national intelligence under
George W. Bush), was a close associate of Poindexter. Congress intervened to
defund the program (then renamed Terrorism Information Awareness) in
2003, with the intention of closing it down completely —after a scandal arose
from its development of an online futures trading market speculating on
terrorist attacks, drawing attention to Poindexter and TIA.43
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However, it was neoliberal financialization, even more than the warfare state,
that characterized the Reagan era. With economic surplus no longer finding
sufficient profitable outlets in what economists called the “real economy,”
more and more money capital flowed into speculation in the financial sector.
Meanwhile, decades of imperial expansion, particularly in the Vietham War
period, had created a huge overhang of dollars abroad in the form of what
came to be called the “Eurodollar market,” generating a growing demand
from abroad for outlets for this surplus money capital within the U.S.
economy. Financial institutions responded to this increased demand for
speculative products by creating an endless array of new speculative
instruments in the form of various kinds of futures, options, and derivatives.
The U.S. and the world economy saw a skyrocketing growth of speculative
activity, visible in the growth of debt leverage —with financial corporate debt
rising from around 10 percent of U.S. GDP in 1970 to over 40 percent in 1990,
and continuing to soar thereafter.44 Not only did this help absorb surplus
through the growing expenditures on fixed investment (chiefly business
structures and computers) and employment (a growing army of financial
analysts) in the real economy, but the speculative increase in the value of
financial assets increased the wealth of the capitalist class independently from
production, resulting in a certain percentage of this increased financial wealth
being spent as luxury goods, thereby effectively absorbing surplus and
stimulating the economy.

As early as May 1983, in an article entitled “Production and Finance”
in Monthly Review, Harry Magdoff and Paul M. Sweezy described the massive
long-term shift to an economy in which a huge “financial superstructure”
dominated over the underlying production system. The result was the advent
of a seemingly permanent financial-bubble prone economy. Such an economy
was unstable and parasitic to the extreme, with constant fears of financial
meltdown, and hence a growing role of central bankers as lenders of last
resort, intervening periodically to prop up an increasingly fragile financial
system. Sweezy was later to refer to this as “the financialization of the capital
accumulation process.”45

Alan Greenspan, appointed chair of the Federal Reserve Board by Reagan in
1987, presided over two decades of rapid financial expansion, made possible
by frequent interventions of the Federal Reserve Board to provide greater
liquidity as the lender of last resort, and by an increasingly deregulated
market environment in which to operate. All of this increased Wall Street’s
power in Washington, to the point where it has come to dominate governance
at the upper levels, in a manner even greater than that enjoyed by
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manufacturers in the immediate postwar years.47 This then accelerated
policies promoting financialization.

Financialization was spectacularly enhanced by high-speed computer
networks, which became critical mechanisms for the newly created
speculative markets, and no small amount of financial chicanery.47 But
financialization’s encouragement of surveillance capitalism went far deeper.
Like advertising and national security, it had an insatiable need for data. Its
profitable expansion relied heavily on the securitization of household
mortgages; a vast extension of credit-card usage; and the growth of health
insurance and pension funds, student loans, and other elements of personal
finance. Every aspect of household income, spending, and credit was
incorporated into massive data banks and evaluated in terms of markets and
risk. Between 1982 and 1990 the average debt load of individuals in the
United States increased by 30 percent and with it the commercial penetration
into personal lives. As Christian Parenti wrote in his 1991 book, The Soft Cage,
“the records produced by credit cards, bankcards, discount cards, Internet
accounts, online shopping, travel receipts and health insurance all map our
lives by creating digital files in corporate databases.”48 By 2000, as Michael
Dawson reported in The Consumer Trap, nearly all major corporations in the
United States were building huge databases, and were linked to data mining
enterprises. “Symmetrical Research was advertising services such as its
Advanced Analytic Solutions, which promised corporate clients ‘the power of
one of the world’s most advanced marketing data analytics teams, with
proprietary tools enabling the statistical analysis of...[data of the size of] the
35 terabyte Mastercard data set” A terabyte...is one trillion units of
computerized information.”49

The largest data broker in the United States today, the marketing giant
Acxiom has 23,000 computer servers processing in excess of 50 trillion data
transactions annually. It keeps on average some 1,500 data points on more
than 200 million Americans, in the form of “digital dossiers” on each
individual, attaching to each person a thirteen-digit code that allows them to
be followed wherever they go, combining online and offline data on
individuals. Much of the data is now gleaned from social media, such as
Facebook. Acxiom organizes this information into “premium proprietary
behavioral insights.” Each person is also placed in one of seventy lifestyle
clusters, focusing particularly on class, spending habits, and geographical
location. Acxiom sells this data (giving varying access to its data banks) to its
customers, which include twelve of the top fifteen credit-card issuing
companies; seven of the top ten retail banks; five of the top ten insurance
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companies; six of the top ten brokerage firms; eight of the top ten
media/telecommunication companies; seven of the top ten retailers; eleven of
the top fourteen global automakers; and three of the top ten pharmaceutical
firms. Its clients include about half of the largest one-hundred corporations in
the United States.

Since September 2001 Acxiom has worked closely at sharing data with the
FBI, the Pentagon, and Homeland Security. In 2001, Acxiom appointed
General Wesley Clark, the former NATO Supreme Allied Commander in
Europe in the Kosovo War and a future U.S. presidential candidate, to its
board of directors. The company paid Clark over $800,000 as a lobbyist,
primarily in relation to the Department of Defense and Homeland Security.
Through Clark, Acxiom began working with Poindexter’s DARPA-based
TIA, helping set up the technological systems for total surveillance of the U.S.
and global population.50

CBS’s 60 Minutes reported in March 2014 that clicking on the New York
Times website can mean that more than a dozen third parties are “on the page
that are essentially tracking your movements.” Most of the 50 million people
who downloaded the “Brightest Flashlight Free” app on to their smartphone
did not recognize that “the companies that gave them to you for free were
using the apps to track your every movement and pass it along to other
companies.” The iPhone app “Path Social,” which was ostensibly designed to
help people share photos and memories with their friends, tapped into user’s
digital address books and contact lists, taking all of that information. The data
broker firm Epsilon has a marketing database containing more than 8 billion
consumer transactions. The data broker firm Choicepoint, now part of the
data giant Elsevier, maintains 17 billion records on businesses and
individuals, which it has sold to around 100,000 clients, including numerous
government agencies.51

Financial institutions themselves sell such data. Forbes magazine wrote in
2013 that “in most aspects of our lives, companies and marketers can freely
collect details about us and sell to whomever they like without restriction.”
However, financial institutions, it pointed out, were legally prohibited in
most cases from directly selling such information.
Nevertheless, Forbes explained that many financial institutions do market
their data in various ways, and some 27 percent violate all aspects of the legal
regulations.52

Financialization —or the long-term growth of speculation on financial assets
relative to GDP—meant the intrusion of finance into all aspects of life,
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requiring new extensions of surveillance and information control as forms of
financial risk management. As the economy became more financialized, it
became increasingly vulnerable to financial meltdowns, increasing risk
perceptions on the part of investors and the perceived need for risk
management, encryption of data, and security.

Today the fears of cyberwar aimed at financial institutions, the entire
financial system, and the military system, is at the top of national security
concerns. McConnell, who had left his job at Booz Allen to become director of
national intelligence in 2007 under George W. Bush, informed the president
that, “If the 9/11 perpetrators had focused on a single U.S. bank through
cyberattack, and it had been successful, it would have had an order of
magnitude greater impact on the U.S. economy than the physical attack.”
Secretary of the Treasury Henry Paulson, former CEO of Goldman Sachs,
agreed. Bush was so alarmed that within a short time the Comprehensive
National Cybersecurity Initiative (2008) was in place, which greatly expanded
the NSA’s authority to carry out surveillance on the Internet domestically,
leading to the construction of its $1.5 billion data center in Utah.53 Leon
Panetta, U.S. defense secretary under Obama, warned that a cyberattack on
the U.S. financial system might be the “next Pearl Harbor.” In July 2011
Barack Obama signed an executive order declaring that the infiltration of
financial markets by transnational criminal organizations constituted a
national emergency. Symantec, a cybersecurity firm, estimated in 2010 that
three-quarters of “phishing” attacks designed to get people to give up
financial data were not aimed at individuals but were directed at the financial
sector.54

In addition to hackers breaking into databases, large scale attacks on entire
security systems are feared. The sudden drop in the stock market on May 6,
2010, attributed to high speed algorithmic trading, was thought to prefigure a
new possible form of cyberwar aimed at dragging reeling markets down
further using short-selling, options, and swaps—a kind of “force multiplier”
in military-speak. Hackers using malicious codes to crash or jam whole
networks can mobilize Botnets or robotic networks of hundreds of thousands
of machines. According to Mortimer Zuckerman, chairman and editor-in-
chief of U.S. News and World Report, writing in the Wall Street Journal,
digitalized systems are extraordinarily vulnerable to attack: “the average
[offensive] malware has about 175 lines of code, which can attack defense
software using between 5 million and 10 million lines of code.” The
U.S./Israeli-developed “Stutnex” worm aimed at Iran, which reportedly
infiltrated the computers controlling Iranian nuclear centrifuge facilities, is
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seen as an indication of the scale and precision with which cyberattacks can
now demobilize whole systems.55

The Internet and Monopoly Capital

ARPANET was connected only to those universities and their computer
science departments that had Department of Defense funding and security
clearances. With the success of the system, computer science departments at
universities and private industry were all eager to be connected to the
network. This resulted in the creation by the National Science Foundation of
the Computer Science Research Network (CSNET), which consisted of
ARPANET, a Telenet system, and PhoneNet for email. Soon other, private
internets were created. In 1985 the National Science Foundation constructed
five supercomputers across the country to be the backbone of a larger
NSENET, which brought universities in general and private corporations into
what had merged into a much wider Internet with a common protocol,
resulting in a massive growth of users who could access it through personal
computers, via Internet Service Providers.

ARPANET ceased operations in 1989. In the early 1990s the World Wide Web
was developed, leading to an astronomical increase in users, and the rapid
commercialization of the Internet. Three key developments followed: (1) In
1995 NSEFNET was privatized, and NSFNET itself decommissioned, with the
backbone of the system being controlled by private Internet Service
Providers;56 (2) the Telecommunications Act of 1996 introduced a massive
deregulation of telecommunications and media, setting the stage for further
concentration and cenoentralization of capital in these industries;57 (3) the
Financial Services Modernization Act of 1999, promoted by Federal Reserve
Chairman Alan Greenspan, Treasury Secretary Robert Rubin, and Deputy
Treasury Secretary Lawrence Summers under the Clinton administration,
deregulated the financial sector in an attempt to feed the financial bubble that
was developing.58 These three elements coalesced into one of the biggest
merger waves in history, known as the dot-com or New Economy bubble.
The ongoing concentration of capital was thus given a huge boost in the
technology and finance sectors, leading to ever greater levels of monopoly
power.

The dot-com bubble burst in 2000. But by that time a virtual Internet cartel
had emerged, despite all the rhetoric of “friction-free capitalism” by Bill Gates
and others.59 By the end of the decade the Internet had come to play a central
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role in capital accumulation, and the firms that ruled the Internet were almost
all “monopolies,” by the way economists use the term. This did not mean that
these firms sold 100 percent of an industry’s output, but rather that they sold
a sufficient amount to control the price of the product and how much
competition they would have. (Even John D. Rockefeller’s Standard Oil
monopoly at its peak controlled just over 80 percent of the market.) By 2014,
three of the four largest U.S. corporations in market valuation—Apple,
Microsoft, and Google —were Internet monopolies. Twelve of the thirty most
valuable U.S. corporations were media giants and/or Internet monopolies,
including Verizon, Amazon, Disney, Comcast, Intel, Facebook, Qualcomm,
and Oracle. These firms used network effects, technical standards, patent law,
and good old-fashioned barriers-to-entry to lock in their market power, and
they used their monopoly gushers to broaden their digital empires. With this
economic power comes immense political power, such that these firms face
no threat from regulators in Washington. To the contrary, the U.S.
government is little short of a private army for the Internet giants as they
pursue their global ambitions.60

The major means of wealth generation on the Internet and through
proprietary platforms such as apps is the surveillance of the population,
allowing for a handful of firms to reap the lion’s share of the gains from the
enormous sales effort in the U.S. economy. The digitalization of surveillance
has radically changed the nature of advertising. The old system of advertisers
purchasing ad space or time in media with the hope of getting the media user
to notice the advertisement while she sought out news or entertainment is
becoming passé. Advertisers no longer need to subsidize journalism or media
content production to reach their target audiences. Instead, they can pinpoint
their desired audience to a person and locate them wherever they are online
(and often where they are in physical space) due to ubiquitous surveillance.
The premise of the system is that there is no effective privacy. The
consequences are that the commercial system of media content production,
especially journalism, is in collapse, with nothing in the wings to replace it.

These monopolistic corporate entities readily cooperate with the repressive
arm of the state in the form of its military, intelligence, and police functions.
The result is to enhance enormously the secret national security state, relative
to the government as a whole. Edward Snowden’s revelations of the NSA’s
Prism program, together with other leaks, have shown a pattern of a tight
interweaving of the military with giant computer-Internet corporations,
creating what has been called a “military-digital complex.”61 Indeed, Beatrice
Edwards, the executive director of the Government Accountability Project,
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argues that what has emerged is a “government-corporate surveillance
complex.”62

This extends beyond the vast private contractor network to “secret
collaboration” with the main Internet and telecom companies.63 Notable
examples of partly cooperative, partly legally coerced sharing of data include:

A 2009 report by the NSA’s inspector general leaked by Snowden
stated that the NSA has built collaborative relationships with over “100
companies.” 64

Microsoft provided the NSA with pre-encryption “back door” access
to its popular Outlook.com email portal, to its Skype Internet phone
calls and chat (with its 663 million global users), and to SkyDrive,
Microsoft’s cloud storage system (which has 250 million users). The
Snowden files show that Microsoft actively collaborated with the NSA.
Glenn Greenwald writes: “Microsoft spent ‘many months” working to
provide the government easy access to that [the SkyDrive] data.” The
same was the case for Skype, while in the case of Outlook.com it took
only a few months for the Microsoft and the NSA working together to
ensure the NSA’s complete access.65

The NSA paid $10 million to the computer security company RSA to
promote a back door to encryption products. The NSA devised a
flawed formula for generating random numbers for encryption with
RSA inserting it into its software tool Bsafe, which had been designed
to enhance security in personal computers and other digital
products.66

AT&T voluntarily sold metadata on phone calls to the CIA for over $10
million a year in connection with the latter’'s counterterrorism
investigations.67

Verizon (and likely AT&T and Sprint as well) provided the NSA with
metadata on all calls in its (their) systems, both within the United
States and between the United States and other countries. Such
metadata has been supplied to the NSA under both the Bush and
Obama administrations.68

Microsoft, Google, Yahoo, and Facebook turned over the data from
tens of thousands of their accounts on individuals every six months to
the NSA and other intelligence agencies, with a rapid rise in the
number of accounts turned over to the secret government.69
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In 2012 DARPA Director Regina Dugan left her position to join Google.
During her period as director, DARPA had been at the forefront of drone
research, presenting the first prototype demonstrations in the early 1990s.
However, the outgrowth of this in the deployment of General Atomic
Aeronautical System’s Predator drones in warfare did not occur until the late
1990s in the Kosovo War, with Clark as the Supreme Allied Commander. The
tirst use of such drones for global, extra-territorial assassination, outside a
field of war —now a staple of Obama’s “anti-terrorism” strategy —took place
in 2002.70 In the opening years of this century DARPA extended its research
to developing drones that could be used for mobile wi-fi capabilities. Dugan’s
switch to Google in the private sector—at a time when she was under
governmental investigation for giving hefty DARPA contracts to RedX, a
bomb-detection corporation that she had co-founded and partly owned —was
connected to Google’s interest in developing high-altitude drones with wi-fi
delivering capabilities. In 2014 Google announced that it was buying Titan
Aerospace, a U.S.-based start-up company for building drones which cruise
at the very edge of the atmosphere. Facebook meanwhile bought the UK
corporation, Ascenta, which specializes in making high-altitude solar drones.
Such drones would allow the spread of the Internet to new areas. The goal
was to capitalize on a new military technology and create larger global
Internet monopolies, while expanding the military-digital complex.71

By 2005-2007 broad estimates suggested that U.S. marketing expenditures
(defined fairly narrowly) were running at about $1 trillion a year; real (both
acknowledged and unacknowledged) military expenditures at about $1
trillion annually; and FIRE (finance, insurance, and real estate) expenditures
at approximately $2.5 trillion.72 In the digital age, these three sectors of the
political economy, each of which arose parasitically on the production base of
the economy, were increasingly connected in a web of technology and data
sharing. As the most advanced technologies (usually military developed)
went private, many of those involved in the warfare economy, such as
DARPA’s Dugan, were in a position to exploit the knowledge and
connections that they had accumulated by shifting to the private sector,
crossing fairly easily from one system of security and surveillance to another.

A kind of linguistic convergence mirrored the centralized structure of
monopoly-finance capital in the age of digital surveillance with
“securitization” increasingly standing simultaneously for a world dominated
by: (1) financial derivatives trading, (2) a network of public and private
surveillance, (3) the militarization of security-control systems, and (4) the
removal of judicial processes from effective civilian control.73
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Total Information Awareness, Prism, and Snowden

Close watchers of the U.S. empire recognized that Congress’s attempt to close
down Poindexter’s TIA Program had only been partly successful. Faced with
Congressional opposition DARPA and the NSA shifted the program to
private industry, where a deeper level of secrecy existed, since government
accountability was less. As Chalmers Johnson wrote in his Dismantling the
Empire in 2010:

However, Congress’s action did not end the “total information awareness”
program. The National Security Agency secretly decided to continue it
through its private contractors. The NSA easily persuaded SAIC [Science
Applications International Corporation] and Booz Allen Hamilton to carry on
with what Congress had declared to be a violation of the privacy rights of the
American public—for a price. As far as we know, Admiral Poindexter’s
“Total Information Awareness Program” is still going strong today.74

Such a transfer was more readily carried out, given that McConnell, in his
capacity as director of the intelligence business at Booz Allen, was already
contracting with Poindexter and the Total Information Awareness program.
Hence program design, technology, and funding could be readily shifted out
of the government into the shadowy world of military contracting. It
remained linked to the NSA and its overall super-secret, post-9/11 operation
for the domestic surveillance of all Americans. Known in official documents
as the “President’s Surveillance Program,” intelligence insiders referred to it
simply as “The Program.” It was carried out under the supervision of NSA
Director General Michael V. Hayden until 2005, who then moved on to
become director of the CIA. Hayden’s replacement was the single-minded
General Keith Alexander, whose motto was “Collect It All.” Alexander
stepped down as head of the NSA in March 2014, in the midst of the
Snowden revelations, and was succeeded by Admiral Mike Rogers.75

The relation between the intelligence establishment and the private
contracting industry is a revolving door. McConnell, Bush’s director of
national intelligence, is once again at Booz Allen, now as vice c hairman;
while James Clapper, Obama’s current director of national intelligence, is a
former Booz Allen executive. Booz Allen is majority owned by the Carlyle
Group, which specializes in private equity investment and ownership of
military contractors. The Carlyle Group has been involved in some of the
largest leveraged buyouts, and has long had a close relationship to the Bush
family.76
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The Snowden files clearly reveal that while Poindexter’s TIA program within
DARPA was being defunded by an irate Congress, the NSA had already
commenced its own related secret program, part of the President’s
Surveillance Program, beginning shortly after 9/11 with Boundless
Informant, a warrantless wiretapping program directed at both telephony
and email. It took considerably longer to get Prism, which (like Poindexter’s
TIA) was directed at total Internet surveillance, up and running, since this
required both new technology and cooperation with the major Internet
corporations. The technological development and much of the actual
surveillance work was to be increasingly centered in Booz Allen and other
private contractors. Although the NSA itself has as many as 30,000
employees, it relies on a larger workforce of some 60,000 employed by private
contractors.77

In May 2013, Edward Snowden, a middle-level technician at Booz Allen
Hamilton who had access to 1.7 to 1.8 million documents, placed large
numbers of NSA documents on several thumb drives and fled the country for
Hong Kong. From there he courageously revealed the magnitude of NSA
spying on the US. and global populations.78 Snowden provided
documentary evidence, in the form of an NSA power point, that indicated
that the NSA, in its own words, had managed to gain “direct access” —i.e.,
independent of all intermediaries —to practically all data circulating on the
Internet within the U.S. sphere. It also gained access to data from mobile
phones emanating from hundreds of millions of Americans as well as
populations abroad —operating thorough Boundless Informant, Prism, and
other secret projects within “The Program.” According to one NSA slide, nine
technology companies (Microsoft, Apple, Google, Yahoo, Facebook, Youtube,
PalTalk, Skype, AOL), had all signed up and become, in some sense,
corporate partners with Prism. The slide states that the data is collected
“directly from the servers of these U.S. Service Providers.”79 The NSA
acquisitions director, in a document provided by Snowden, indicated that its
back door allowed the NSA access to hundreds of millions of user accounts.
According to Snowden himself, speaking from Hong Kong:

The US government co-opts US corporate power to its own ends. Companies
such as Google, Facebook, Apple and Microsoft all get together with the
NSA. [They] provide the NSA direct access to the back ends of all of the
systems you use to communicate, to store data, to put things in the cloud, and
even just to send birthday wishes and keep a record of your life. They give

[the] NSA direct access, so that they don’t need to oversee, so they can’t be
held liable for it.80
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Snowden explained that even a middle-level technician in a private
corporation engaged in intelligence, such as himself, could tap into the data
of any individual in the United States:

While they may be intending to target someone associated with a foreign
government or someone they suspect of terrorism, they are collecting your
communications to do so. Any analyst at any time can target anyone. Any
selector, anywhere. Whether these communications may be picked up depends
on the range of the sensor networks and the authorities an analyst is
empowered with. Not all analysts have the ability to target everybody. But |,
sitting at my desk, certainly had the authority to wiretap anyone, from you, to
your accountant, to a federal judge, and even the president, if | had a personal
email [address].81

The Snowden documents reveal that increasingly the NSA did not need the
active cooperation of the major Internet and telecom firms but could tap
directly into their systems. By 2010, as a result of its BULLRUN and
EDGEHILL programs, the NSA had made huge progress in breaking almost
any encryption, using supercomputers that could crack algorithms, the
building blocks of encryption, thus hacking into nearly all messages. Further,
the documents show that the NSA put a back door into the cyberspace
security norms established by the National Institute of Standards and
Technology. The NSA claims that it has been able to put “design changes”
into commercial encryption that make the security appear intact, yet it is
nonetheless open to NSA penetration.82 As the Washington Post explained,
the NSA does not infiltrate server databases. Rather it gets “’data on the fly.’
The NSA and GCHQ [Britain’s Government Communications Headquarters]
do not break into user accounts that are stored on Yahoo and Google
computers. They intercept the information as it travels over fiber optic cables
from one data center to another.” The NSA is also working with its British
counterpart, GCHQ to intercept the private clouds of Yahoo and Google,
which use private fiber optic highways outside the public Internet, to protect
their data.83

The NSA has access to more than 80 percent of international telephone calls,
for which it pays the U.S. telecom monopolies hundreds of millions of dollars
a year. And it has broken into Internet data abroad.84 By these means it has
spied even on the heads of state of its allies.

The government and the corporate media sought to brand Snowden as a
traitor. Two leading figures seeking to discredit Snowden in the media circuit
are Clark, who invariably fails to disclose his own role in surveillance
capitalism (having left Acxiom he is now on the advisory board of the cyber-
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intelligence corporation Tiversa), and McConnell (who downplays the
continuous revolving door that has allowed him to move back and forth
between the U.S. intelligence establishment and Booz Allen). Both have
claimed that Snowden has compromised the security of the United States, by
letting the population of the country and the world know the extent to which
their every move is under surveillance.85

The Snowden revelations bewildered a U.S. population already struggling
with numerous intrusions into their private lives, and ubiquitous
surveillance. Dissident hackers associated with Anonymous and Wikileaks,
and courageous whistle-blowers, like Snowden and Chelsea (formerly
Bradley) Manning — the twenty-five-year-old soldier who released hundreds
of thousands of classified documents—have been fighting the secret
government-corporate security state.86 Numerous organizations have been
struggling for free speech and privacy rights in the new surveillance
capitalism.87 The population as a whole, however, has yet to perceive the
dangers to democracy in an environment already dominated by a political
system best characterized as a “dollarocracy,” and now facing a military-
financial-digital complex of unbelievable dimensions, data mining every
aspect of life—and already using these new technological tools for repression
of dissident groups.88

So far the Snowden revelations have mainly disturbed the elites, making it
clear that monopolistic corporations, and particularly the intelligence
community, are able to penetrate into the deepest secrets at every level of
society. Employees in some private corporations working for the NSA have
the ability to hack into most corporate data. The most likely result of all of
this is a coming together of giant firms with the security apparatus of
government, at the expense of the larger population.

Meanwhile the likelihood of cyberwar increases, threatening the entire
capitalist system, and the U.S. empire itself. Ironically, the very structure of
imperialism has increased security threats. (And, of course, the threat of
cyberwar will be used as a justification for reducing individual rights and
noncommercial values online ever more.) The global labor arbitrage, by
means of which multinational corporations based in the United States and
elsewhere take advantage of low wages in other countries, means that most
production of computer hardware, including chips, is now done abroad,
primarily in Asia.89 A critical concern of the U.S. Defense Department (which
purchases 1 percent of the world’s integrated circuit production) has become
the hacking of digital malware into the circuits of chips and computer devices
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themselves, leading to the possibility that critical weapons could be
programmed to malfunction at a certain time or for weapons to arm or
disarm. Hacked circuits could be used to bring down financial as well as
defense systems. DARPA has nine contracts out to private corporations
seeking to develop the means for dealing with these vulnerabilities.90

Nevertheless, such vulnerabilities are truly inescapable in today’s hyper-
imperialist system growing out of the contradictions of monopoly-finance
capital. Its very economic exploitation of the world population, as well as its
own, has left the U.S. imperial system open to attack, producing ever greater
attempts at control. These are signs of a dying empire. To prevent total
human and planetary disaster it is necessary that the vox populi be heard once
again and for the empire to go. The digital revolution must be demilitarized
and subjected to democratic values and governance, with all that entails.
There is no other way.
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